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Technical Report for Functional Safety
Report No.: SHFS220400014271

August. 04, 2022

Client / GoodWe Technologies Co., Ltd.

Applicant: N0.90 Zijin Rd., New District, Suzhou, China.

Manufacturer: Same as applicant.

Project Title: PV inverter

Module No.: GW5000-MS-US30 /GW6000-MS-US30 /GW7600-MS-US30 /

GW9600-MS-US30 /GW11K4-MS-US30 /GEP5.0-1-US30 /
GEP6.0-1-US30 /GEP7.6-1-US30 /GEP9.6-1-US30 /GEP11.4-1-US30

Tested Standards: YL 1998, Third Edition, Dated December 18, 2013.

Conclusion In this report, safety protection function of PV inverter was assessed to
achieved class 1 according to UL 1998, 3" edition, Date December 18,
2013, detail of safety function items sees Table 1 Safety functions
definition.

This evaluation report confirms the achievement of the requirements of functional safety based on the

following proofs:

-Proof of systematic safety integrity for defined phases of the life cycle.

-Proof of the techniques and measures according to UL 1998, 3rd edition, Date December 18, 2013.

-Proofs that process and methods are established at the manufacturer guaranteeing that unexceptionable
processes.

In terms of risk analysis, design, production, validation, change management and quality management

comply with the safety-related standard.

Independent organization for Assessor Approver
functional safety assessment
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Summary of assessment

This technical report summarizes the safety performance evaluation results towards the
software safety functions in PV inverter [Model No.: GW5000-MS-US30 /GW6000-MS-
US30 /GW7600-MS-US30 /GW9600-MS-US30 /GW11K4-MS-US30 /GEP5.0-1-US30 /
GEP6.0-1-US30 /GEP7.6-1-US30 /GEP9.6-1-US30 /GEP11.4-1-US30], provides by
GoodWe Technologies Co., Ltd. (consecutively in the report referred as GoodWe). The
five models beginning with GW (xx) and GEP (xx) have the same function and design,
and the difference is only in the description of the model.

No deviations were found during the assessment acc. To UL 1998, 3rd edition, Date
December 18, 2013, for safety related software functions in PV inverter in terms of
systematic capacity.

The validation of functional safety is based on a basic examination regarding quality
management system and the functional safety management as part of the software
performance level. All project development engineers have completed relevant trainings
in functional safety, and most of them previously participated in product development
projects involving functional safety.

In this report, the below safety functions for Model No.: GW5000-MS-US30 /GW6000-
MS-US30 /GW7600-MS-US30 /GW9600-MS-US30 /GW11K4-MS-US30 /GEP5.0-1-
US30 /GEP6.0-1-US30 /GEP7.6-1-US30 /GEP9.6-1-US30 /GEP11.4-1-US30 PV
inverter have been assessed:

Identification Safety Critical Function Items
SF01 Safety protection function against Electric Arc.
SF02 Safety protection function for low insulation value.
SF03 Over temperature protection of environment.
SF04 Leakage current protection of Grid.

Table 1: Safety functions definition

Supplementary Information:

1 UL 1998, 3rd edition, Date December 18, 2013, as a guide

2 The more detail information please refers to the following report.

3 This assessment is based on the requirement stated in UL 1998, 3rd edition, Date
December 18, 2013, towards software Class 1.

1.Assessment Period

Beginning of project: 2022-04-25
End of project: 2022-08-04
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[D26] | MS_G3 microelectronic fault test report.

[D27] | Safety function test plan and test report.

[D28] | MS G3 safety critical component BOM list.

[D29] | MS G3 safety critical component derating design.

[D30] | MS G3 parameters specification.

[D31] | Firmware changed record.

[D32] | MS-US AFCI firmware changed record.

[D33] | CDF-20220628 add substitute materials.

Table 2: References and documents

3.Revision Logs

Version Changes Description

V1.0 Initial Version

Table 3: Revision logs

4.Symbols and abbreviated terms

Abbreviation Description
Power Board &R

Com-Board BIER

Output Board (STL) | %tk (=45 8h)

Output Board AR

LED Board KT#k

Core Board 2R

Base Board R

WDT Watch Dog Timer

SPWM Sine Pulse Width Modulator
ADC Analog to Digital Converter
MPPT Maximum Power Point Tracking
PLL Phase Locked Loop

ROCOF Rate of Change of Frequency
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SF Safety Function
MCU Microcontroller Unit
oC Over Current

Table 4: Abbr. and Terms

5.Design and Development Tools

No. | Type of Tool Vendor Tool Name Revision

1 Version Control NA Git 2.351

2 Development Tool ST MDK-Arm V5.26.2.0

3 Compiler ST ST-Link V2

4 Simulation Power simtech | PSIM V9.0

5 Schematic & PCB design | Altium Altium Designer | 16.1.0

Table 5: Design tools
6.HW Design Description

MCU Input HW Description SW Description Marks

Name /Output

PB7 Output | 50mA_TEST_CPU | Current output test GFCI detection

PB1 Input S VGFCI GFCI Current test GFCI detection

PB5 Output | ISO_RLY1 CPU2 ISO relay control pin | ISO detection

PA4 Input S ISO_AD ISO voltage sample | ISO detection

PB4 Output | AFCI_I103 _CPU2 Arcing detection ARC detection

PB3 Input AFCI_104_CPU2 Arcing fault reception | ARC detection

ADCINCSG | Input C14/GPIO60 Radiator temperature | Temperature
sampling detection.

PA5 Input Pwr rating selectl Power identification Power detection
I/O

PAG6 Input Pwr rating select2 Power identification Power detection
1/O

PA7 Input Pwr rating select3 Power identification Power detection
1/O

PF2- Input Main DSP reset Slaver ARM reset DSP related

NRST slaver DSP signal signal

PAO Output | M_DSP monitor fail | Relay 0 drive signal | DSP related

transactiol

1 WEME
» Inspection & Testing Services =

Attention

Client's instructions, if any. The Company’s sole res,

results shown in this test report refer onl

.sgs.com/en/Terms-and-Conditions.aspx and,

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.

subject to Terms and fo

Attention is drawn to tl

for electronic format documents,
5 at h((g:l Www.sgs.com/en/Terms-and- Conditlons/Terms -6- Documen( aspXx.

iabili and jurisdiction issues defined therein. Any hol is document is
advised that Information contained hereon reﬂecls the Company s findings at the time of its intervention only and wlthln the limits of
pOnSlbIlI(g’ is m its Cllent and this documenl does not exonarate parties to a

n from sxsrclslng all their rights and

except in full, without prior written approval of the Company. Any unaulhonzed alteration, for%ery or falsmcatlon o! (he content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent
to the sample(s) tested and such sample(s) are retained for 30 days only.

the law. Unless otherwise stated the

To check the authenticity o?’\&s(mg linspection report & certificate, please contact us at telephone: (86-755) 8307 1443

or email: CN.Doccheck@sgs.com

o[l NO.588 West Jindu Road, Songjiang District, Shanghai, China 201612 t (86-21)61915666 f (86-21)61915678 www.sgsgroup.com.cn
HE - L - IR SR 588 5
I

HB4R: 201612 t (86-21)61915666 f (86-21)61915678 € sgs.china@sgs.com

TRF No. EEC_ UL 1998 3rd Edition A

Member of the SGS Group (SGS SA)




Report No.: SHFS220400014271 Page 7 of 48

PA15 Output | AFCI slaver to To Master DSP fault | DSP related
master signal

GPIO115 | In/Out AFCI_OUT_IO_1 Com with DSP ARC Detect

GPIO97 | Output | AFCI_OUT_IO_2 Arc alarm signal ARC Detect

Note: More definition details refer to Software Detailed Design Description [D3].

Table 6: HW design description
7.Assessment Iltem Information

[teM AESCIPHON «++vvreeeerrrrrrreaniiiiiiaaiiiiiess :  Same describe as first page.
MOEl FEFEIENCE «++xrrrrrerenrerenrnnenetaenanienannes :  Same describe as first page.
GW5000-MS-US30 / GEP5.0-1-US30 -+ - -+ . Power: 5.0kw
GW6000-MS-US30 / GEP6.0-1-US30 -+ +-+-+-+ - . Power: 6.0kw
GW7600-MS-US30/ GEP7.6-1-US30 -++-+-+-- - . Power: 7.6kw
GW9600-MS-US30 / GEP9.6-1-US30 -++-+-+-+- . Power: 9.6kw
GW11K4-MS-US30/ GEP11.4-1-US30:-+-+--- . Power: 11.4kw

HW Module Name --:-:-- HW Version SW Ver Config Description

Power Board (11.4KW)-:  00(410-01013-00)
00(410-01014-00) 00 9.6kw / 11.4kw

02(410-02019-02)
Power Board (7.6KW) --:  00(410-01013-00)

00(410-01014-00) 00 5kw /6kw /7.6kw
02(410-02019-02)
Com-Board (11.4KW)---: N/A 00 9.6kw / 11.4kw
Com-Board (7.6KW) ----: N/A 00 5kw /6kw /7.6kw
Output Board (STL) -+ : N/A 00 All Models, Choose 1
Output Board (HF):------ : N/A 00 of the 2 boards.
LED Board «-«««-eevevenee : N/A 00 All Models
WIFI/LAN Core Board --: 01 (410-02054-01) 01 Optional
WIFI/AG Core Board ----: 01 (410-02054-01) 01 Optional
WIFI/BT Core Board ----: 01 (410-02054-01) 01 Optional
Base Board -«--:-e-eennne : N/A 01 Optional
USB Adapter Board ----- : 01 N/A Optional

Table 7: HW & SW Version and Config description
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8.SW Safety Requirement Specification

8.1. Safety Function Definition

The below protection functions of AC Wallbox Charging Station shall be defined as
safety function, refer to Table 1: Safety functions definition.

The details requirements for above safety functions specified as following tables:

Ident.

SRSO1 Safety function: Safety protection function against Electric Arc.

1.Function Safety Circuit Structure
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Single channel with periodic self-test and monitoring.

AFE: Logic: Logic:
AFCICT STM32H745ii M7 MCU STM32G071KBT3

Monitor:

Logic: :
STM32H745i M4 MCU |« > pel st

TMS320F280049C Disconnect Relay

2. Safety state description

2.1 Fault Detection
The arcpulling module inputs the sampled signal into the Al algorithm
model and obtains the arc-pulling probability of a sampling period.
If the probability is greater than different thresholds, such as:
Probility > 0.8, the arc-pulling count value +5;
Probility > 0.9, the arc-pulling count value +10;
Respectively, and the arc-pulling When the count value exceeds 20,
the arc alarm signal will be output.
The shortest three sampling period is about 50ms, and the longest 2s
can send the arc alarm signal
2.2 Fault Recovery
Wait 5 minutes to clear the fault information, start self-checking.
2.3 Enter the safety state
Cut off the Gird Relay and Warning by CAN Bus to upper Level.

3. Fault tolerance time interval
Time: 2.5s

SRS02

Safety function: Safety protection function for low insulation value

1. Function Safety Circuit Structure
Single channel with periodic self-test and monitoring.
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AFE: N Logic:
150 CT "l STM32G071KBT3
A 4
Monitor:
Logic: Out:

i -]
STM32H745ii M4 MCU O 280049C "I Disconnect Relay

2. Safety state description

2.1 Fault Detection
Checking when the inverter self-checks ,The Value of ISO less than
100K Q and duration 20ms.
2.2 Fault Recovery
Wait 5s to clear the fault information, start self-checking.
2.3 Enter the safety state
Cut off the Gird Relay and Warning by CAN Bus to upper Level.

3. Fault tolerance time interval
Time:1s

SRS03

Safety function: Over temperature protection of environment

1.Function Safety Circuit Structure
Single channel with periodic self-test and monitoring.
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AFE:
Temperature IC

- Logic:

TMS320F280049C

Out:

Monitor:
STM32H745ii M4 MCU

Disconnect Relay

2. Safety state description

2.1 Fault Detection

The Value of Temperature > 85°C and duration 2s.

2.2 Fault Recovery

The Value of Temperature < 80°C and duration 5s.

2.3 Enter the safety state
Cut off the Gird Relay and Warning by CAN Bus to upper Level.

3. Fault tolerance time interval

Time:5s

SRS04

Safety function: Leakage current protection of Grid.

1. Function Safety Circuit Structure
Single channel with periodic self-test and monitoring.

AFE:
GFCl IC

Monitor:
STM32H745ii M4 MCU

A

Logic:
- STM32G071KBT3
y
. Logic:
Ll
TM320F280049C

Out:

A 4

Disconnect Relay
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2. Safety state description

2.1 Fault Detection
Sequential value of leakage current is more than 30mA and duration
120ms.
Sequential value of leakage current is more than 60mA duration 80ms
Sequential value of leakage current is more than 150mA duration
10ms.
Slowly varying value of leakage current is more than 300mA duration
120ms.
2.2 Fault Recovery
Wait 5s to clear the fault information, start self-checking
2.3 Enter the safety state
Cut off the Gird Relay and Warning by CAN Bus to upper Level.

3. Fault tolerance time interval
30mA leakage current: 300ms
60mA leakage current: 150ms
150mA leakage current: 40ms
300mA leakage current: 300ms

Table 8: Safety function definition

8.2. Safe State

Safety response time please refer to the definition of each safety function in the part of
“protection working mode definition”.

8.3. Safety Response Time

Safety response time please refer to the definition of each safety function in the part of
“protection working mode definition”.

9.Assessment based on UL 1998, 3rd edition, Date December 18, 2013

The colour legend applicated for software assessment as below.

Colour |Meaning
Green Requirements fulfilled
Yellow Measures are acceptable, improvement recommended
Red Requirement not assessed in this report
White Requirement not applicable

Table 9: Colour of requirement
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3 Risk Analysis

A risk analysis shall be conducted to

31 determine:

a) The set of risks; and

b) That the software addresses the
identified risks.

The risk analysis shall be based on
3.2 the safety requirements for the
programmable component.

An analysis shall be conducted to
3.3 identify the critical, non-critical, and
supervisory sections of the software.

An analysis shall be conducted to
3.4 identify states or transitions that are
capable of resulting in a risk.

4 Process Definition

All software process activities shall
4.1 be described (see Section 12,
Documentation).
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Requirements fulfilled.
The software process activities shall [All software process activities
be identified with distinct entry are clearly identified and
4.2 . o o : : .
points, exit points, and criteria for described in corresponding
transitioning among activities. documents, refer to document
[D2] and [D3].
The software process shall include a : _
risk analysis in accordance with the |Requirements fulfilled.
requirements of Section 3, Risk The software process
43 Analysis. The risk analysis shall be |includes a risk analysis in
' traceable to the Programmable accordance with the
Component and Software requirements. Please refers to
Requirements Specification (see documents[D2] and [D3].
12.6).
Criteria for transitioning among Requirements fulfilled.
4.4 activities shall include cor_15|derat|on Please refers to documents
of the safety-related requirements for (D3]
the programmable component. :
Work products (e_g_' meeting ReQUirementS fulfilled.
minutes, analysis and test results, Work products is identified
45 formal documentation, etc.) shall be |and associated with software
identified and associated with process activities. Please
software process activities. refers to document [D3].
o Requirements fulfilled.
All software process activities shall —_
o . All software process activities
support the communication of issues C
. support the communication of
4.6 that could impact the safety-related |.
T issues that refer to Software
functioning of the programmable
change management process
component. (D3]
Safety-related requirements for the  |Requirements fulfilled.
programmable component shall be There are safety-related
47 traceable throughout the software a0y irement IDs to help trace.
process activities and documented I q
evidence supporting compliance with | Pléase see document [D3]
this standard. and [D26] and [D27]

A
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4.8

The verification, validation, and
testing activities in the software
process shall address errors at their
source.

Qualification of Design, Implementation, and Verification Tools

5.1

Evidence of tool qualification shall be
provided for all tools used in the
design, implementation, and

verification of software in the
programmable component using at
least one of the following forms:

a) Documentation attesting to tool
calibration, verification, and
validation activities in accordance
with 11.1.1, 11.2.1,11.2.4, 12.1,
12.2,12.4, 12.8 and Sections 14,
and 15 of this standards.

b) Evidence that the tool(s) has met
formally defined requirements by a
third-party tool certification program.

5.2

When available from the tool vendor
or other sources (e.g., the user
community), the manufacturer shall
provide a list of known bugs for the
precise revision/version of the tool
that the manufacturer intends to use
to develop software. For each
identified error in the known bug
report for the tool, the following
evidence shall be provided when
implementing 5.1(a).

» RRENEGHE
%Iuspecuon & Testing Services. G\"
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a) The feature that leads to an error
has been fixed, tested, and approved
for distribution by the tool vendor in a
new release that has been
incorporated into the manufacturer’'s
version of the tool, or

b) The feature that leads to an error
has not been used by the
manufacturer in the development of
safety-related software and does not
lead to a risk.

Software Design

6.1

A fault in the software shall not
initiate an event that results in a risk.

6.2

The software shall maintain an RA
state upon detection of a condition
that is capable of resulting in a risk
as identified in Section 3, Risk
Analysis.

6.3

Detection of a failure in the software
during the intended operation of the
product shall be handled in a manner
that is in accordance with the product
safety requirements.

6.4

The software shall employ means to
identify and respond to states that
are capable of resulting in a risk.
Examples of such means include
initialization, fail-safe and fault-
tolerant concepts, run-time checks,
and built-in tests.
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In allocating resources to tasks, : :
consideration shall be given to the | Requirements fulfilled.
scheduling frequency of the task, the | These key resources have
6.5 criticality of the task, and the been considered. See
' resources utilized by the task, as well |document [D3](SW Design
as the impact that each of these Spec. for
factors has on the ability to address |UL1998 20220801).
the identified risks.
Means shall be employed for the
prevention, detection, and resolution |Requirements fulfilled.
of non-terminating and non- These measures are
deterministic states and error states : .
such as division by zero conS|dergd in document [D3]
6.6 under/overvoltage condi,tion of (S DRI SEEE, 1
: . : UL1998 20220801) and [D5]
internal/external power supplies to
the programmable components, and (gl C Iangue_lge :
' programming specification_
under/overflow that are capable of V2.0)
affecting the intended operation of —
the software.
All variables shall be set to initial Requirements fulfilled.
values before being used by any : o
, : : There is no tool to initialize
instruction. If a design, . e
implementation, or verification tool is yarlab!es, St e M hs:
6.7 . ’ . is carried out by the program
responsible for ensuring that
. I after power on, see
variables are set to initial values, the
; . . document [D3] for more
tool’s qualification shall include information
verification of this (see Section 5). :
7 Critical and Supervisory Sections of Software
Requirements fulfilled.
RA state is described in
71 The software shall be initialized to a | Software Introduction and
' documented RA state. security functions and is
initialized at start of program
run, refer to document [D3].
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All critical and supervisory sections
of the software shall be partitioned
7.2 from other critical and supervisory

sections of the software, as well as
from non-critical sections.

When it is not possible to partition
the critical and supervisory sections
from the non-critical sections of the
software as in 7.2, all of the software
shall be considered critical or
supervisory.

7.3

Means shall be employed to avoid,
7.4 or detect and recover from, memory
usage and addressing conflicts.

The supervisory section shall
maintain control of the execution of
the software during the operation of
the programmable component.

7.5
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7.6

Software shall initiate a fail-safe or a
fail-operational procedure in the
event that a failure in a critical or
supervisory section is detected.

7.7

When the initiation of a safety-related
function is capable of resulting in a
risk, @ minimum of two instruction
sequences shall be employed to
verify the initiation of the safety-
related function, unless otherwise
specified in the product safety
requirements.

7.8

There shall be provisions to control
the accessibility of instructions and
data dedicated to critical and
supervisory section functions.

7.9

There shall be provisions to protect
instructions and data for critical and
supervisory sections of software from
being affected by any function
except critical and supervisory
section functions.
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Supervisory and critical sections of
software shall be resident in non- Requirements fulfilled.
ot emon f ers s o1 | Supersryand
710 transferred to volatile memory during f:scizcé?]f icr)1 fr?gmilr:tifga” e
' operation, risks associated with the memory. It not transferred to
transfer ar_ld execution of software volatile memory during
from volatile memory shall be operation
considered in Section 3, Risk P :
Analysis.
eansshalbecmploved o SSETENE RS
711 preserve the integrity of data used by code and checked with a
' critical and supervisory sections of
checksum boundary, see
software.
document [D3].
Fixed or one-time changing data
used for critical and supervisory Requirements fulfilled.
sections of software shall reside in . . :
non-volatile memory. If fixed or one- Fixed or one-time changing
time changing data ljsed for critical ST WS 61 S el A
ging . supervisory sections of
and supervisory sections of software . .
7.12 . software all time reside in
are transferred to volatile memory ; :
during operation, risks associated T VOIS [MEMET. TS 12
with the transfer 'and access of this |10 SEIE MEMS 0 POEEES, 52E
: document [D3] for detail
data from volatile memory shall be information
considered in Section 3, Risk :
Analysis.
8 Measures To Address Microelectronic Hardware Failure Modes
Means shall be employed to address | Requirements fulfilled.
all microelectronic hardware failure .
: e . . Software Introduction and
modes identified by Section 3, Risk . .
8.1 . . . security functions [D3]
Analysis. Appendix A contains .
described means be
examples of acceptable measures
; ; employed.
for microelectronic hardware.
Physical failures of the following
8.2 microelectronic hardware shall be /
considered:

A
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a) CPU registers, instruction
decoding and execution, program
counter, addressing and data paths;

b) Interrupt handling and execution;

c) Clock;

d) Non-volatile and volatile memory
and memory addressing;

e) Internal data path and data
addressing;

f) External communication and data,
addressing, and timing;

g) Input/output devices such as
analog /0, D/A and A/D converters,
and analog multiplexers;

h) Monitoring devices and
comparitors; and

i) Application-Specific Integrated
Circuits (ASICs), Gate Array Logics
(GALSs), Programmable Logic Arrays
(PLASs), and Programmable Gate
Arrays (PGAs) hardware.

Requirements not applicable.
Not used in the project.
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Analvsis of bl binat ‘ Requirements fulfilled.
nalysis of possible combinations o Analysis of possible
microelectronic hardware failures, combinations of
software faults, and other events that microelectronic hardware
e gl e 5410 e soure fauls, e
example micfoelectronic ha’rdware e
failures that cause software faults gg:lzsulﬁg]gl::asw kDSéZ?;nbe
that are capable of resulting in a risk. Spec. for Inverter [D2]"
When available from the
programmable component vendor or
other sources (e.g. the user
community), the manufacturer shall
8.4 provide erratum for the precise /
' revision/version of the programmable
component that the manufacturer
intends to use. For each identified
error in the erratum, the following
evidence shall be provided:
a) The error has been fixed, tested,
and approved for distribution by the ) _
programmable component vendor in | Requirements not applicable.
a new release that has been Not using OTS components in
incorporated into the manufacturer’'s |the market.
version of the programmable
component, or
have not been used by the : .
. Not using OTS components in
manufacturer in the development of
the market.
safety-related software.
9 Product Interface
Requirements fulfilled.
For power interruptions of any When the power supply fails,
9.1 duration, the software shall maintain |the software will maintain RA
a documented RA state. status, see document [D3] for
detail information.
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When initialization is allocated as a | Requirements fulfilled.
92 software function, the software shall |RA state will be performed
' initialize the product to a before software initialization,
documented RA state. refer to document [D3].
Upon any situation in which the : :
0.3 software terminates, the product Requirements fulfilled.
' shall maintain a documented RA Please see document [D3].
state.
Requirements fulfilled.
A procedure or instruction intended | A procedure or instruction
94 to halt the programmable component |intended to halt the
' shall maintain an RA state of the programmable component
product. shall maintain an RA state of
the product.
10 User Interfaces
The requirements in this section only _ _
10.1 apply to software that accepts user |Requirements not applicable.
) input, unless otherwise specified in | Not used this function.
the product safety requirements.
The time limits and other parameters Requirements fulfilled
of the software shall not be No%ne excent the :
10.2 changeable by a user such that the manufacture?s rofessional
' intended execution of critical and will be able to mpo dify the
supervisory sections of software is software
adversely affected. :
The time limits and other parameters
gf the ipftwa(;ebthat alr'?' w(;tende_d 0| Requirements fulfilled.
€ contigured by qualitied service All configured data are judged
personnel shall be prevented from . : :
10.3 . accordingly, such as integrity,
being changed to the extent that the : .
. . " effective range, verification,
intended operation of the critical or
: . ) etc, see document [D30].
supervisory sections of software is
adversely affected.

RRGHERE
Inspection & Testing Services 7

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a?cesslble at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
0

subject to Terms and
Attention is drawn to tl of

s at hitp://www.sgs.com/en/Terms-and- Conditions/Terms-e-Document.aspx.
ané Jurisdiction issues defined therein. Any holder of this document is

iabili
advised that Inlormatlon contained hereon reflecls the Company s findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to |ls Client and this documen( does not excnerate parties to a

transaction from exercising all their rights and obligations under the

not be reproduced

except in full, without prior written approval of the Company. Any unauthorlzed alteration, for%ery or falsmca(lon of the content or

appearance of this document is unlawful and offenders may be prosecuted to the fullest extent

the law. Unless otherwise stated the

results shown in this test report refer onlr tothe sample(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity o
or email: CN.Doccheck@sgs.com

testing /insg

HE - bl TR S#FER 588 5
I

ction report & certificate, pl

ase contact us at telephone: (86-755)8307 1443

NO.588 West Jindu Road, Songjiang District, Shanghai, China 201612 t (86-21)61915666 f (86-21)61915678 www.sgsgroup.com.cn
HB4R: 201612 t (86-21)61915666 f (86-21)61915678 € sgs.china@sgs.com

TRF No. EEC_ UL 1998 3rd Edition A

Member of the SGS Group (SGS SA)




Report No.: SHFS220400014271 Page 28 of 48

10.4

The software shall require two or
more user responses to initiate an
operation that is capable of resulting
in a risk.

10.5

Input commands which are capable
of resulting in a risk when executed,
shall not be initiated without operator
intervention when those commands
are received from an external
source.

10.6

For a system as described in 10.5,
no operation that is capable of
resulting in a risk shall be initiated by
a single user input.

10.7

Incorrect input shall not adversely
affect execution of critical sections of
software.

10.8

If required to do so by the product
safety requirements and when
determined by the Risk Analysis, the
software shall provide for user
cancellation of the current operation
and return the programmable
component to an RA state.

10.9

User cancellation of the current
operation shall require a single input
by the user.
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Cancellation of processing shall

Requirements fulfilled.
Cancellation of processing

demonstrate:

10.10 leave the software in an RA state. will leave the software in an
RA state, see document [D3].
11 Software Analysis and Testing
11.1 Software analysis /
Software design and code analysis : :
shall be conducted to evaluate that | Requirements fulfilled.
the critical and supervisory sections | Software design and code
11.1.1 .
of software only perform those analysis are conducted to
functions which they are intended to |evaluate by [D24] & [D25].
perform and do not result in a risk.
The software desigh and code
11.1.2 analysis shall be conducted to /

a) Correctness and completeness
with respect to the safety
requirements for the programmable
component;

Requirements fulfilled.

Correctness and
completeness with respect to
the safety requirements for
the programmable component
by [D24] & [D25].

b) Coverage of each branching
condition and function evaluation that
addresses and remediates risks
associated with abnormal

operations, or involves a risk
associated with its normal operation;

Requirements fulfilled.

The code is white box tested,
and the branches and
statements are completely
covered.

¢) That fail-safe and fail-operational
procedures bring the product to an
RA state. See 6.3, 6.4, and 7.6;

Requirements fulfilled.

That fail-safe and fail-
operational procedures bring
the product to an RA state.
Refer to [D3].

RRGHERE
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d) That the scheduling requirements
are met and safety-related functions
meet the timing constraints specified
by the safety requirements for the

programmable component. See 6.5;

e) The integrity of the partitions
between supervisory, critical, and
non-critical sections of software. See
7.2;

f) That partition violations caused by
such occurrences as data handling
errors, control errors, timing errors,
and misuse of resources do not
occur; and

g) Consistency in the data and
control flows across interfaces.

11.2

Software testing

11.2.1

Software testing shall include
development and post-release
testing.
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11.2.2

Tests of the software shall be
conducted and test results
documented to evaluate that the
software only performs those
functions for which it is intended and
does not result in a risk.

11.2.3

Test cases shall be developed based
on the risk analysis, the documented
descriptions of the software
operation and safety features (see
12.7.2), and the software analysis.
See 11.1.

11.2.4

Tests shall be conducted to
demonstrate:

a) Correctness and completeness
with respect to the safety
requirements for the programmable
component;

b) Coverage of each decision and
function that is capable of involving a
risk;

¢) That fail-safe and fail-operational
procedures bring the product to an
RA state. See 6.3, 6.4, and 7.6;
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d) That the scheduling requirements
are met and safety-related functions
meet the timing constraints specified
by the safety requirements for the

programmable component. See 6.5;

Requirements fulfilled.

The scheduling cycle of each
functional module is verified
and meets the requirements
described in the architecture
design, see document [D3]
and [D8].

e) The integrity of the partitions
between supervisory, critical, and
non-critical sections of software. See
7.2;

Requirements fulfilled.

Document [D27] describes
the relevant information.

f) That partition violations caused by
such occurrences as data handling
errors, control errors, timing errors,
and misuse of resources do not
occur; and

Requirements fulfilled.

This function is described in
Table 11 and verified by
simulation test. No
dangerous event will occur,
but it will enter the expected
safety state after it occurs.

g) Consistency in the data and
control flows across interfaces.

Requirements fulfilled.

The consistency of data flow
and control flow has also
been verified by static test
and dynamic test, see [D27].

The outputs that the software
generates to control product
hardware shall be tested to

Requirements fulfilled.

Verify the output of all
software through hardware,

tests shall be conducted.

11.2.5 determine their effects on the including data storage and all
product hardware, based on the States of the output of each
expected output. relay, see document [D27].

11.3 Failure mode and stress testing /

Requirements fulfilled.
In addition to testing under normal Test under failure mode, such

11.3.1 usage, failure mode tests and stress |as over and under voltage

test of input voltage, see
document [D27].
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11.3.2

Failure mode and stress testing shall
include consideration of the /
following:

a) Operator errors that are capable
of adversely affecting the intended
operation or the control of the
programmable component;

b) Microelectronic hardware
component faults;

¢) Errors in data received from
external sensors or other software
processes;

d) Failures associated with the entry
into, and execution of, critical and
supervisory sections of software;

e) Failures, errors, and other
abnormal conditions associated with
decisions and functions that are
capable of providing risk reduction,
including negative condition
branches; and

f) Other processes and procedures
that are capable of adversely
affecting the intended operation of
the software.

11.3.3

Test cases shall include the
following, as determined in /
accordance with 11.1.2(b):
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a) Out-of-range;

b) Boundary condition; and

¢) Type mismatched values for
parameters at which decisions are
made.

11.34

Failure mode tests shall address all
foreseeable faults identified in Risk
Analysis, Section 3.

12

Documentation

121

User documentation

1211

Except for embedded software that
has no direct user interaction, user
documentation (e.g, manual, guide,
or other documents) shall be
prepared.

12.1.2

The user documentation shall
describe the required data and
control inputs, input sequences,
options, program limitations and
other activities or items necessary for
intended execution of the software.

12.1.3

All error messages shall be identified
and corrective actions described in
the user documentation.

12.2

Software plan /
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A software p|an shall be RGQUirementS fulfilled.
12.2.1 documented, which describes the Related documents [D3] for
software development activities. detail information.
The software plan shall include a
description of the software design
methodology, development rationale, . :
R
12.2.2 applicable standards and the are considered in document
engineering methods/techniques (D3]
employed, and an itemized list of all :
documents produced throughout the
software process.
12.3 Risk analysis approach and results | /
The risk vsi h and Requirements fulfilled.
e risk analysis approach an
12.31 results (see Section 3) shall be Rglated docgment [D20]
(Risk analysis methods and
documented.
results).
The risk analysis shall illustrate how |[Requirements fulfilled.
1232 events, or logical combinations of Related document [D20]
- events, are capable of leading to an | (Risk analysis methods and
identified hazard. results).
The risk vsis shall fist all Requirements fulfilled.
e risk analysis shall list a
12.3.3 identified risks associated with the Re_lated docgment 1721
(Risk analysis methods and
product.
results).
12.4 Configuration management plan /
A configuration management plan,  |Requirements fulfilled.
which applies to off-the-shelf Please see related document
12.4.1 software, software tools, and the
. [D30] (MS G3 parameters
manufacturer-provided software, specification)
shall be documented. P :
12.4.2 The conflgL.JraFlon management plan /
shall describe:
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a) How changes to the software and
hardware are managed;

b) The initiation, transmittal, review,
disposition, implementation and
tracking of discrepancy reports and
change requests; and

¢) The methods and activities
employed to formally control receipt,
storage and backup, handling, and
release of software and all
documentation identified in this
section.

12.5

Programmable system architecture

1251

The programmable system
architecture shall be documented.

12.5.2

The programmable system
architecture shall describe the
programmable component, including
interfaces to users, sensors,
actuators, displays, microelectronic
hardware architecture, top-level
software architecture, the mapping of
the software to the hardware, and
block diagrams of the programmable
system showing a high-level view of
the product architecture.
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H b ) Requirements fulfilled.
e architecture shalldescrive the | Flease sea related document
e software-to-software interfaces and desian specification and
the hardware-to-software interfaces. gn spectt
software design).
The configuration(s) of the
programmable component(s) that Requirements fulfilled.
12.5.4 the software is intended to be See document [D3] for detall
operated with shall be identified. information.
See 2.39.
Programmable component and
12.6 . . /
software requirements specification
A bl q Requirements fulfilled.
programmable component and Refer to document [D3] (SW
12.6.1 software requirements specification Desian S f
shall be documented. esign Spec. for
UL1998 20220801).
The programmable component and : :
software requirements specification |Requirements fulfilled.
12.6.2 shall describe functional, Please see related document
o performance, and interface [D3] (SW Design Spec. for
requirements of the programmable |UL1998 20220801).
system and the software.
The specification shall include a Requirements fulfilled.
1263 description of all modes of Please see related document
o operation, identification of failure [D3] (SW Design Spec. for
behavior, and required responses. [UL1998 20220801).
The programmable system and Requirements fulfilled.
12,64 software requirements specification |Please see related document
o shall be traceable to the risk analysis |[D3] (SW Design Spec. for
results documented in 12.3. UL1998 20220801).
12.7 Software design documentation /
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Software design documentation shall

12.7.1 be prepared.

The software design documentation
shall include a description of the
12.7.2 operation and safety features of the
software, with respect to the
intended function.

The software design documentation
shall include the inputs and outputs,
12.7.3 functions, data descriptions and
relationships, control and data flow,
fault handling, and algorithms.

The software design documentation
shall describe details of how the
12.7.4 design of the software meets the
system and software requirements
specification.

12.8 Analysis and test documentation

All analysis and test methods and

12.8.1 results shall be documented.
A test plan shall be documented
which covers all software that is used
12.8.2 in the programmable component,

including off-the-shelf and third-party
supplied software (See Off-The-Shelf
Software, Section 13).
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The test plan shall include or Requirements fulfilled.
reference the documented test Have a complete safety test
12.8.3 tpr:g%eocifggts il\wlqvgllg?nzrrie;‘isoer?;? t\éinfy plan, see related documents
software in the programmable [?:;Lgsdatfeeg Igngtrltc;n test
component. P port).
Test procedures shall include a
description of the test parameters, : :
test criteria, test configuration, and [ Requirements fulfilled.
12.84 any special provisions or Please see related document
" assumptions regarding the set-up, [D27] (Safety function test
execution, and interpretation of the [plan and test report).
test cases (See 11.2.3, 11.2.4, and
11.3.2).
Test hall be d od and Requirements fulfilled.
est cases shall be documented an
12.8.5 traceable to the software E)I(;?e(sszfi {;Etﬁgtg?ﬂé r;ltent
implementation. plan and test report).
Requirements fulfilled.
Test results shall be documented Please see related document
12.8.6 and traceable to the test case(s) that [D27] (Safety function test
produced them. plan and test report).
13 Off-the-Shelf (OTS) Software /
For all OTS software that interfaces
with the manufacturer-supplied Requirements not appliable
13.1 software, the following information Not used '
shall be provided in the software '
plan, see 12.2:
a) The name and version/revision Requirements not appliable.
identifier of the OTS software; Not used.
b) The name of the OTS software Requirements not appliable.
provider; Not used.
c) A description of the purpose for Requirements not appliable.
which the software is being used,; Not used.
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d) A clear description of the function
provided by the software;

Requirements not appliable.
Not used.

e) An interface specification showing
all control and data flows in and out
of the OTS software; and

Requirements not appliable.
Not used.

f) References to the OTS software
documentation for each callable
routine that interfaces with the
manufacturer’s software.

Requirements not appliable.
Not used.

13.2

At least one of the following forms of
evidence shall be provided for OTS
software:

Requirements not appliable.
Not used.

a) Documentation attesting to
verification and testing activities of
the OTS software to the extent that
risks involving the OTS software are
addressed.

Requirements not appliable.
Not used.

b) Evidence that the OTS software
has met formally defined
requirements by an independent
OTS software certification program.

Requirements not appliable.
Not used.

13.3

When available from the OTS
software developer or other sources
(e.g., the user community), the
manufacturer shall provide a list of
known bugs for the precise
revision/version of the OTS software
that the manufacturer intends to use
in the embedded software. For each
identified error in the known bug
report for the OTS software the
following evidence shall be provided
when implementing 13.2(a):

Requirements not appliable.
Not used.
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a) The feature that leads to an error
has been fixed, tested, and approved
for distribution by the OTS software
developer in a new release that has
been incorporated into the
manufacturer’s version of the
software; or

Requirements not appliable.
Not used.

b) The feature that leads to an error
has not been used by the
manufacturer in the development of
safety-related software and does not
lead to a risk.

Requirements not appliable.
Not used.

For OTS software that performs
supervisory section functions or is
used by the supervisory section of

Requirements not appliable.

safety-related changes that have
been made in the software.

13.4 software, the requirements contained | Not used.
in 6.5, 11.1.2(d), 11.1.2(e), 11.1.2(f),
and Section 7, of this standard apply.
14 Software Changes and Document Control
Changes to parameter settings and : :
data shall not create a risk or impact |Requirements fulfilled.
14.1 a risk that has previously been Please see document [D3] &
identified other than to reduce or [D31].
eliminate it.
Ct?a}lnges or patche_skto the software y Requirements fulfilled.
14.2 shall not create a risk or impact a ris Please see document [D3] &
that has previously been identified [D31]
other than to reduce or eliminate it. :
To determine compliance, all Requirements fulfilled.
14.3 changes are to be evaluated in Please see document [D3] &
accordance with this standard. [D31].
dDotcum_entz?;iop_tshall b(atlrevi;alwetd 10 | Requirements fulfilled.
14.4 erermine fhat It correcty Teriects Please see document [D24] &

[D25].

6L
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There shall be procedures to
maintain and control software Requirements fulfilled.
145 changes to the configuration of the  |Procedures are developed,
' programmable components and please see document [D1] &
critical and supervisory sections of  [[D2].
software to facilitate traceability.
15 Identification
Requirements fulfilled.
The security requirements,
Software shall be traceable to a ;ﬁzzg:}cﬁglr?nqﬁé:ﬁ;egésﬁsgg
15.1 unique identifier stored in non- ;
volatile memory. by _the s_o_ftw are have unique
ID identification, see
document [D8] & [D26] &
[D27].
The unique identifier shall reflect Requirements fulfilled.
15.2 ch_e_mges that have_ been ma_de 0 Please see related document
critical and supervisory sections of
[D8].
the software.
Each time a change or patch is Requirements fulfilled.
incorporated in the critical or A new unigue identifier shall
15.3 supervisory sections of software, a | be assigned when software
new unique identifier shall be design changed, see
assigned. document [D31] & [D32].
Documentation shall include
sufficient information to identify each [Requirements fulfilled.
item that is investigated with the The information in the
software. For example, identification [document and the
of software elements shall include information of components or
15.4 the version number, release number, |assemblies are sufficient to
and date. Microelectronic hardware [help identify and record the
elements shall include the technical information required
component vendor, part number and (for the development of safety
revision level that uniquely identifies |functions, see all document.
the programmable component die.

Table 10: Checklist of UL 1998, 3rd Edition
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Component | Fault/Error | SW class | Measures description
1 |2
1. CPU
1.1 stuck-at Rq Requirements fulfilled.
Registers Call the security library function provided
by ST chip manufacturer.
DC fault Rq | Requirement not applicable.
SWiis class 1.
1.2 wrong Rq | Requirement not applicable.
Instruction decoding and SW is class 1.
decoding execution
and
execution
1.3Program | stuck-at Rq Requirements fulfilled.
counter Call the security library function provided
by ST chip manufacturer.
DC fault Rqg | Requirement not applicable.
SWiis class 1.
1.4 DC fault Rq | Requirement not applicable.
Addressing SWiis class 1.
1.5 Data DC fault Rq | Requirement not applicable.
paths SWiis class 1.
no interrupt or | Rq Requirements fulfilled.
too frequent Call the security library function provided
interrupt by ST chip manufacturer.
2 Interrupt Poool?rfrtjuepr:tor "
handling and interrugt and . .
execution interrupt Requirement not applicable.
SWiis class 1.
related to
different
sources
wrong Rq Requirements fulfilled.
frequency (for Call the security library function provided
quartz by ST chip manufacturer.
3. Clock Synchronized
clock: Rq | Requirement not applicable.
harmonics/ SW is class 1.
subharmonics
only)
4. Memory
4.1 Non- | all single-bit  |Rq | | Requirements fulfilled.

4
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6.1
Data

volatile faults Call the security library function provided
memory by ST chip manufacturer.
all smgle_ and Rq Requirement not applicable.
double bit SWiis class 1.
errors
4.2 Volatile DC fault Rq Requirements fulfilled.
memory Call the security library function provided
by ST chip manufacturer.
5;;%% and Rq Reqyirement not applicable.
. SWiis class 1.
cross links
4.3 stuck-at Rq Requirements fulfilled.
Addressing Call the security library function provided
(relevant to by ST chip manufacturer.
yarla_ble and | DC fault Rq Requirement not applicable.
invariable SW is class 1
memaory) '
5. Internal data path
5.1 Data stuck-at Rq Requirements fulfilled.
Call the security library function provided
by ST chip manufacturer.
DC fault Rq | Requirement not applicable.
SWiis class 1.
5.2 wrong Rq Requirements fulfilled.
Addressing address Call the security library function provided
by ST chip manufacturer.
wrong and Rq Requirement not applicable.
multiple )
: SWi is class 1.
addressing
6. External communication
all single-bit Rq Requirements fulfilled.
and double Application interrupts occurrence and
bit errors external communications can be checked

by different methods, one of them could
be a control using a set of incremental
counters where every interrupt or
communication event increments a
specific counter. The values in the
counters are then verified at given time
intervals by cross-checking against some
other independent time base.

Data exchange during communication
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all single-bit, Rq
double bit Requirement not applicable.
and triple bit SW is class 1.

errors
wrong Rq
address

6.2
Addressing

wrong and
multiple

addressing
wrong pointin | Rqg | Rq
time

Rq Requirement not applicable.
SWiis class 1.
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wrong Rq
sequence

Input/output periphery
open and Rq
short circuit
or as
specified in
the product
standard

7.1
Digital 1/0
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7.2 Analog I/O

open and Rq
short circuit
or as

specified in
the product

791 standard

A/D-and
D/Aconverter

Wrong Rq

addressing
7.2.2
Analog
multiplexer
any output
8. outside the
Monitoring static and Requirement not applicable.
devices and | dynamic SW is class 1.
comparators | functional
specification

any output Rq

9. outside the

Cotmponenctls static and
EO itt:(?]\q/ere dynamic
y 1tems functional
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specification

Table 11: Checklist of Measures to address fault/errors

End of the report
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